
 
How to handle bomb threats and explosive devices in East Africa 

 
The economic growth in East Africa has positioned Kenya, Uganda and Burundi as countries 
with attractive emerging markets.  As such, these countries provide huge potential for foreign 
investors who are willing to gamble on the future of stability and due legal process in these 
countries.  
 
Yet, as the attack by Al-Shabaab on the Westgate Mall in September 2013 has demonstrated, the 
East African region is also plagued by a number of terrorist organisations wishing to pursue their 
own bloody agenda.  Whilst Al-Qaeda has spawned several sympathetic franchises in the region, 
the primary motivator for terrorist activity is Kenya’s invasion of Somalia and its subsequent 
“peace keeping” operations.   
 
Because Kenya is bordered by several East African countries (Somalia, Ethiopia, South Sudan, 
Uganda and Tanzania) and plays host to several million foreign immigrants from these countries, 
Al-Shabaab and other malicious or insurgency groups have been able to recruit suicide bombers 
and foot soldiers to wage its terrorist campaign by proxy.   
 
Therefore, whilst the East African region is experiencing a burst in economic growth and has 
attracted substantial foreign direct investment, any company operating in the region needs to be 
able to exercise its duty of care obligations to its staff and corporate personnel.   
 
To assist you in providing your staff with suitable knowledge and awareness of the threat of 
bombing in the region, herewith a white paper describing the nature of the threat and proposed 
responses. 
 
Bomb Threats 
 
Bomb threats can be made from a variety of sources and your staff working in East Africa needs 
to be trained in how to receive and respond to such bomb threats.  Whether the threat is from a 
terrorist group, domestic extremist or disgruntled staff members, the very nature of the threat 
suggests that the response needs to be handled as if the threat was from a terrorist organisation. 
 
Although many bomb threats are delivered by phone, recent research has indicated that threats 
are also sent by email, video tape, handwritten notes or during a verbal confrontation.   
 
Specific training should be given to employees, especially switchboard operators and bomb 
threat checklists should be prepared, laminated and distributed. 
 



 
Response Procedures: 
 
 On receipt of a bomb threat, the recipient should contact a designated person on the Crisis 

Management Team (CMT), once the telephone call has been terminated, the email read or the 
source of the threat identified. 
 

 The CMT Co-ordinator for bomb threats should contact local law enforcement whilst 
making a decision as to the following: 

 
 conduct a local search of the building 
 evacuate the building 
 shelter-in-place 

 
 The course of action determined by the CMT will depend on the current threat environment 

and the debriefing conducted of the recipient of the bomb threat. 
 
 If the CMT Co-ordinator believes that a bomb has been placed in the premises (i.e.: detailed 

information provided in the bomb threat with regards to the actual location of the device and 
the timing of its detonation) the entire premises should be evacuated without waiting for the 
emergency services. 

 
 Once the building has been evacuated, local law enforcement should be contacted at the first 

opportunity. 
 
 On evacuating the building, all access control protocols should be suspended to facilitate a 

prompt and calm evacuation using lifts, stairs, emergency exits and deactivated turnstiles. 
 
 All staff should be marshalled in designated assembly points where no threat of spalling 

(fractured glass and debris caused by an explosion) exists. 
 
 A roll call must be taken by designated staff members so that the location of all staff can be 

established.  Trained Search and Rescue personnel should ensure that the building is cleared 
of all personnel. 

 
 After the building has been declared safe, access control protocols should be re-introduced to 

ensure that those returning to the building are bona fide members of staff.  Security 
personnel, in conjunction with designated individuals, should manage the evacuation 
procedure and the re-entry under the direction of a CMT representative. 

 
 It is recommended that a full evacuation of the building be conducted twice a year.  In this 

way, even if a threat of a non-terrorist nature is received, the staff would have had the 
experience of evacuating the building in a calm and controlled manner. 
 



 The evacuation requires the use of an alarm and public address (PA) system.  Such alerting 
systems need to be in place and at least two security staff members must have experience of 
announcing instructions in clear English. 

 



 

 
Explosive Devices 
 
a. Postal Explosive Devices 
 

Based on past and recent evidence of mail bombing campaigns in North America, Europe, 
and Asia, it has been determined that postal explosive devices are nearly always victim-
operated weapons designed to kill an individual for political, personal or ideological reasons. 

 
Although the former Apartheid regime in South Africa often sent explosive devices by post 
to specific individuals, experience has shown that such explosive devices are often sent in 
batches and that suspect packages arrive in all shape and sizes. 

 
Whilst there has been no reporting of postal explosive devices being used in Kenya, Tanzania 
or Burundi, the risk exists that terrorist organisations could employ a postal strategy.  Few 
companies have X-ray or explosive scanner equipment available in their mailrooms and most 
companies lack sufficient knowledge or training to handle the receipt of such devices.   

 
Similarly, a benign white powder could be included in an envelope and, on opening, create a 
panic and disturb normal business operations.   

 
Response Procedures: 
 
In all situations involving suspect corporate mail, your staff must be briefed to follow these 
procedures: 

 
 On receiving a suspect item, do not touch, move or open the package.  Rather, place it on 

top of a desk in full view of the emergency services.  Alternatively, if a secure container is 
available, place the item in this container. 
 

 Ask everyone in the room to leave, open all windows, but close the door behind you. 
 

 Inform the CMT of the receipt of the package and advise them of its location. 
 

 The CMT will immediately shut down the airconditioning and air handling systems (AHS), 
and evacuate the office areas on either side of, above and below, the target location. 
 

 All staff within the building must be informed (by the public address system) to turn off 
their mobile phones, tablets, Wi-Fi embedded and other electronic devices. 
 

 The CMT will advise the emergency services and brief them on why the package was 
deemed suspicious, describe the custody of events and confirm whether a specific threat 
had been received to date. 
 
 



 
 

b. Package Bombs 
 

The use of effective access control and planning procedures will reduce the possibility of a 
bomb being planted inside a facility and its premises.  Based on the experience of an urban 
terror campaign in Cape Town during the early 2000s, bomb disposal experts have noted the 
use of packaged bombs which ranged from homemade pipe bombs to sophisticated luggage 
bombs with multiple detonators. 

 
Pipe bombs are typically placed near doors and windows to cause immediate damage to the 
facility and to people using that facility. 

 
Larger explosive devices are intended to detonate in crowded areas in order to create 
casualties and encourage fear and panic amongst the survivors.   
 
Be advised that some multiple devices are placed to detonate at different times (a common 
practice by the IRA in Northern Ireland) in order to target those evacuating a building, 
following the first explosion. 
 
Response Procedures: 

 
 Never pick up or remove a suspect package that might be in a bag, rucksack, box or 

rubbish bin. 
 
 Before leaving the room, open the windows but close the door behind you after 

evacuating everyone from the room. 
 

 Switch off all mobile phones Wi-Fi enabled and electronic devices. 
 

 Inform the CMT and provide as much information in respect of when and how the item 
was found and why it is suspicious. 
 

 If evacuation is not appropriate, then recommend a shelter-in-place strategy. 
 

 When a decision is made to shelter-in-place, position staff at least three solid walls away 
from the device. 
 

 Move everyone away from doorways, as corridors or hallways often channel the blast 
pressure from an explosion. 
 

 Open windows, but remove mirrors, glass and other fragile materials that could fragment 
during an explosion. 
 

 Advise personnel to shelter in the centre of a room, rather than in the corners where blast 
pressure is reflected. 



 
 

c. Grenade Attacks 
 
Following Kenya’s invasion of Somalia in October 2011, Al-Shabaab have carried out various 
terrorist attacks against the Kenyan population.  In the couple of years preceding the 
Westgate Mall attack, Al-Shabaab conducted grenade attacks on bars, transport centres and 
shopping malls in various parts of Nairobi. 

 
Response Procedures: 
 
 Although it is difficult to extract the safety pin from a grenade, once extracted, the 

grenade is not “armed” until the handle has been released.  Then, a detonation will occur 
within 3 and 7 seconds. 

 
 Owing to the small explosive charge in a hand grenade, the lethal radius of the explosion 

is about 12 metres.   As the noise is deafening, potential victims in the blast zone should 
put their fingers in their ears and keep their mouths closed to counteract the pressure.   

 
 The fuse length of a grenade can be adjusted by twisting the knob at the bottom of the 

device.  The default setting for most grenades is 5 seconds which means that victims have: 
two seconds to look around and identify cover; and three seconds to dive behind it before 
the grenade explodes. 

 
 If the grenade explodes in mid-air, the blast will throw out small pieces of metal in a more 

or less spherical direction and with more or less equal density.  If the grenade explodes on 
the ground, the blast will be more cone-shaped.  The danger from the shrapnel is reduced 
with distance.   

 
 The most effective countermeasure against a grenade attack is to reduce the victim’s 

surface area that is exposed to the blast.  To do this, the victim should lie on their 
stomach, protect their head with their arms and cross their feet with their legs pointing 
towards the grenade. 

 
 For truck drivers exposed to grenade attacks, they must either drive through the ambush 

or exit the vehicle if a grenade is lobbed into the cab.   
 

 Specific anti-grenade barriers should be erected around the cab and the trailer.  Metal 
mesh and steel bars will deflect grenades thrown by an individual and will minimise the 
impact of a detonation. 

 
 The securing of trucks to prevent grenade attacks requires specialised advice and the 

installation of effective materials.  However, even if a vehicle or tanker is target hardened, 
the drivers need to have specialist training in respect of route planning, driving techniques 
and evasive tactics. 
 



 
 

d. Vehicle Bombs 
 

Feedback from security agencies and law enforcement personnel operating in various African 
countries has suggested that the evolution and growth of a terrorist organisation can be 
directly evidenced by the sophistication of its explosive devices’ delivery.   
 
In Nigeria, Boko Haram spent three years investigating improved methods of delivering 
bombs outside of its localised region in the North of the country.  By 2012, Boko Haram 
demonstrated its growing sophistication by detonating vehicle bombs further south in the 
capital city of Abuja.   
 
In Somalia, Al-Shabaab also demonstrated its growing sophistication by detonating vehicle 
bombs in the Northern part of the country as well as in a military camp adjacent to the 
Kenyan border.  
 
These recent examples show that terrorist organisations who start their bombing campaign 
using the mail or pipe bombs, gradually become sophisticated and more effective when they 
can explode larger bombs that do not need to be placed within a facility to cause casualties 
and structural damage.   
 
Typically, vehicle bombs are targeted at highly populated facilities and are designed to create 
not just a sense of fear and panic, but also result in a significant number of casualties.  
 
Although vehicle bombs are normally detonated after the bomber has left the scene, 
experience in the Middle East has indicated that vehicle bombs are also used in suicide 
attacks.  In 1998, vehicle bombs were used by Al-Qaeda to attack the American Embassies in 
both Nairobi and Dar es Salaam.   
 
Whilst vehicle bombs are usually placed as close as possible to the target area, sometimes the 
size of the load and the vehicle might require the bomber to park the vehicle some distance 
away.  However, depending on the composition of the explosive material, even a vehicle 
parked some distance from the intended target can cause buildings to collapse.   

 
Response Procedures: 

 
 When explosives are concealed inside a regular vehicle in order to transport them to the 

target location, specific signs are apparent which could provide warnings to vigilant 
security personnel, especially those responsible for perimeter security and access control.  
Such warning signs include:  
 
• Overloaded and poorly parked vehicles that appear abandoned at a high threat site.  

 
Vehicles with strange smells (i.e. almond or fertiliser), newly painted or with recent 
applications of fibre glass and epoxy resins.   
 



The rear doors of trucks and vans that have been welded shut or have new padlocks 
affixed.   

 
 Owing to the destructive power of vehicle bombs and the fact that buildings will channel 

a blast down open streets, any evacuation of a building must be quick.   
 

 Underground gas and utility lines and above ground petrol stations or fuel storage areas 
will be affected if in the blast zone and create secondary explosions.  
 

 Personnel should only be advised to shelter-in-place if the building is outside the 
immediate blast area and has strengthened internal safe zones previously identified by 
qualified engineers.   
 

 The minimum safe evacuation distance from a vehicle bomb is one kilometre (1 000 
metres), although the reflected blast pressure is often greater than the direct path of the 
blast pressure.  
 

 A member of the CMT must be designated as the person responsible for determining the 
course of action if a vehicle bomb is suspected.   
 

 Once a suspect vehicle bomb has been identified, it must not be touched, moved or 
tampered with until qualified personnel and law enforcement have been contacted.   
 

 All electronic equipment, mobile telephones and other transmitting devices must be 
switched off.  
 

 When briefing the emergency services, the designated CMT person needs to describe the 
suspect vehicle and its location; describe why it is suspicious, when it was first discovered 
and what evacuation or shelter-in-place procedures have been implemented.   

 
 
 
 



 
e. Suicide Bombers 
 

In any hostile environment, terrorist weapons involving munitions and explosive ordinance 
require three types of delivery systems: 
 
 missiles, artillery shell or bomb launched from land, air or sea. 
 landmines, improvised explosive devices (IED) or explosive weapons such as mortars or 

rocket-propelled grenades (RPG). 
 suicide bomber 
 
Of the three weapon delivery systems identified above, the suicide bomber can be best 
described as “an intelligent and invisible guided missile”.  A suicide bomber attack can be 
better targeted than either a missile or a landmine and have been used to great effect during 
the recent insurgencies in Iraq, Afghanistan and Nigeria.  The likelihood of a suicide bomb 
attack in Kenya, Tanzania or Burundi is growing, as all three countries have attracted the 
attention of terrorist organisations. 
 
The suicide bomber instils fear because of the sudden and arbitrary possibility of an attack 
and because of a lack of understanding regarding the bomber’s motivation.  Growing up in an 
environment with poor education facilities, crushing poverty and a well-established religious 
doctrine, suicide bombers have few opportunities other than sacrificing their lives for a cause. 
 
The suicide bomber is a terrorist weapon that can be used with great effect against civilians.  
By terrorising the civilian population and targeting them whilst shopping, dining or 
commuting on public transport, terrorists impact adversely on the smooth and safe running 
of a country. 
 
As the suicide bombing campaign continues, the population demands that the terrorist claims 
be settled by the incumbent government.  In this way, terrorists have proven that violence 
works, even if the government’s public stance is not to negotiate with terrorists.  Evidence 
from terrorist campaign in African countries has shown that a suicide bombing campaign is 
often used by terrorists as a cost-effective tactic to highlight their cause and political 
objectives. 
 
By understanding the ability of terrorist organisations to distinguish between planting a bomb 
and using a suicide bomber, effective countermeasures can be introduced in the workplace. 
 
 
 
 
 
 
 
 
 
 



 
The critical differences between a bomb and a suicide bomber are: 
 
 if the bomb placement is identified by civilians, the bomb can be disabled by security 

forces 
 if the planter of the bomb becomes scared or places the bomb in a location of their own 

choosing, the impact of the explosion might not have the desired effects 
 if the bomber is concerned about their own safety and security, they might decide to abort 

the operation and prematurely leave the scene of potential destruction 
 the bomb might not explode because of environmental or other factors 
 
On the other hand, the suicide bomber: 
 
 has no expectation that they will live after the explosion 
 has a belief system that prompts them to choose the path of death rather than life 
 can be directed to a specific location and the bomb detonated via a control mechanism 
 might not be easily detected by security personnel 
 
 
Response Procedures: 
 
 Often the handlers and controllers of suicide bombers select high value targets that will 

cause the maximum amount of collateral damage (ie: the death and maiming of innocent 
civilian bystanders).  Therefore, to adopt an effective protective strategy requires that your 
security team creates an environment to ensure that people are kept at a distance before 
being able to bomb the target premises. 

 
 Create a barbed wire barrier that channels visiting personnel along a distinct route to the 

premises. 
 

 At the beginning of the queue, ensure that every individual passes through an electronic 
explosive sniffer and a body scanner.  This area can be monitored by video camera as a 
pre-emptive measure to identify and record potential suspects. 
 

 A few metres past the electronic equipment, a “kill line” must be marked on the ground 
and sign-posted.  The kill line determines that any person crossing the line without 
permission from the designated searchers will be shot.  Depending on operating 
circumstances, non-lethal weaponry can be used, but the point remains the same – do not 
cross the line unless instructed to do so. 
 

 The individual visitors must proceed along the designated corridor to a search table 
manned by a male and female security worker.  Blast walls must be positioned behind each 
search table and the workers must encourage the visitors to proceed towards the search 
tables with their arms outstretched. 
 
 



 
 After being searched, the visitors will be allowed to continue along the corridor under 

close CCTV surveillance. 
 

 As the visitors move towards the exit area, they will pass a manned post, equipped with 
weaponry (either lethal or non-lethal) which has line-of-sight surveillance of the entire 
access route, along the designated corridor. 
 

 This manned post also provides a rapid response capability in the event of a suicide 
bomber attack.  As such, working communications between the rapid response force and 
the manned post needs to be tested on a regular basis. 
 

 By ensuring that everybody is searched and complies with the proposed access control 
system, the likelihood of a facility becoming a victim of a suicide bomber attack is 
drastically reduced. 

 
 


