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T E C H N I C A L  S E R V I C E S .  

The Threat 

According to the findings of the Trends in Proprietary Information Loss Survey undertaken by ASIS 

International and PricewaterhouseCoopers, “In today’s highly competitive global marketplace, it is 

essential for managers to recognise that the intellectual assets of business are highly sought-after 

commodities” (sic).  Also, based on a review of media reports describing recent incidents involving the 

clandestine listening and monitoring of corporate personnel and company meetings, it is clear that 

electronic surveillance equipment is being used more regularly by national intelligence, law 

enforcement, unscrupulous competitors and criminal syndicates. 

As a corporate security management 

professional or legal counsel responsible for 

advising your Clients, it is necessary to provide 

effective security solutions to protect the four 

corporate assets of any business – property, 

people, information and reputation.  Whilst 

guards, alarms, K9 patrols and armed 

response can ensure the integrity of some of 

these assets, the security of your information 

resources is a complex and sensitive issue. 
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S E R V I C E S  A V A I L A B L E  

Many organisations have information security 

protocols to ensure the security of their IT assets, 

especially data, email traffic and internet 

connectivity.  Unfortunately, few organisations 

have suitable security protocols to heighten the 

confidentiality of their voice communications either 

in their offices, or their vehicles or their residential 

premises. 
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T H E  S O L U T I O N .  

Yet, these conversations and discussions represent a key target for third parties wishing to benefit from 

your company’s sensitive proprietary information (SPI) and other intellectual assets which are freely 

discussed in meetings and during general conversation. 

So, how do you ensure the integrity of your verbal communications and minimise tactical information 

leaks from cellphones within your company? 
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S E R V I C E S  A V A I L A B L E  

Zero Foundation Africa (Pty) Ltd provides 

professional solutions for surveillance, counter-

surveillance and RF jamming. 

Using equipment that has been designed, 

developed and manufactured exclusively in the 

United Kingdom for intelligence, security and 

law enforcement agencies worldwide, we 

provide technical solutions to enhance your 

communications security. 

Whether you are concerned about your duty of 

care responsibilities regarding your sensitive 

proprietary information (SPI) or suspect that you 

are under technical surveillance by third parties, 

we provide specific solutions including: 

 Audio Surveillance 

A range of wired and RF audio surveillance 

products to assist you and legal counsel in the 

lawful conduct of sensitive investigations or the 

monitoring of negotiations. 

 Electronic Counter-Surveillance 

Technical surveillance countermeasures 

(TSCM) sweep teams to identify previously 

unknown security weaknesses and potential 

information security breaches within your 

organisation. 

 RF Jamming 

Intelligent and adaptive RF jamming solutions to 

prevent radio frequency surveillance and tactical 

information leaks from cellphones. 

T H E  N E X T  S T E P …  

As disgruntled staff and unscrupulous 

competitors can use radio frequency (RF) 

devices to acquire sensitive proprietary 

information and intelligence about your board 

meetings, fellow colleagues, shareholder 

meetings, strategic plans and business 

intentions, you need to address this risk.  No 

company trading in Africa is immune to the 

threat of deliberate or inadvertent disclosure of 

its information assets, whether such assets are 

used for strategic or tactical purposes. 

So, to combat proactively the risk of 

unauthorised surveillance or clandestine 

listening devices, send us an email with your 

concerns.  Each email will be treated in 

confidence and we will send you a proposal to 

provide a technical solution. 

Alternatively, let us contact you on a secure 

landline or cellphone so that we can discuss 

your concerns and explain how best to 

neutralise the threat and enable you to 

communicate in confidence. 

 


